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This Decison concerns the digibility of XXXXXXXXXXX (hereinafter referred to as“the individud™) to
hold an access authorization under the regulations set forth at 10 C.F.R. Part 710, entitled “Criteriaand
Procedures for Determining Eligibility for Access to Classfied Matter or Specid Nuclear Materid.” A
Depatment of Energy (DOE) Operations Office determined that reliable information it had received raised
substantid doubt concerning the individua's digibility for access authorization under the provisons o
Part 710. The issue before me iswhether, on the basis of the evidence and testimony in the record of this
proceeding, the individua's access authorization should be restored. For the reasons tated below, | find
that the individual's access authorization should not be restored at thistime.

. BACKGROUND

The individual works for a contractor a a DOE facility where some assgnments require an access
auhaization The present proceeding arose when the individua reported to an on-site psychologist, during
a routine examination, that he had been drinking heavily, but had stopped. This behavior came to the
attention of the personnd security branch of the DOE Operations Office (loca security office). When the
local security office began investigating the facts, it became concerned that the individud might have a
condition that posed a thresat to the nationa security. Its concern grew when it learned that the individud
had been arrested for driving while intoxicated (DWI) in 1998 and had not revealed this fact to the local
sscuity office. The loca security office conducted a personnd security interview (PS)) of the individud in
order to resolve its concerns about his abuse of acohol and hislack of forthrightness.  Unable to resolve
thoseconocamsat the PS, the loca security office arranged for the individua to meet with a DOE consultant
pgydhiarist. The DOE psychiatrist examined the individuad and determined that the individud suffered from
acohol abuse without adequate evidence of rehabilitation or reformetion.

Onthebesis of that information, the loca security office issued the individua a Notification Letter, in which
itdated that the DOE has substantia doubt about the individud’ s digibility for access authorization, based
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ondsudifying criteria set forth in section 710.8, paragraphs (f) and (j). The Notification Letter describes
threeoocasonsin which the individua withheld information about his1998 DWI arrest when he was obliged
todo s, induding one incident of falsfying a response on a security questionnaire by indicating that he hed
never been charged with or convicted of any offense related to alcohol or drugs. The local security office
maintains that such withholding or fasfying of information raises a security concern under 10 CF.R
87108(f) (CitaionF). The Notification Letter dso refersto awritten evauation issued on April 11, 2002,
in which the DOE psychiatrigt found thet the individua suffers from acohol abuse with no evidence of
rehabilitation or reformation. The local security office maintains that this medica condition raises an
additional security concern under 10 C.F.R. § 710.8(j) (Criterion J).

The Natification Letter dso informed the individua of his procedura rights, including his right to a hearing.
Treindividua then filed arequest for ahearing. This request was forwarded to the Office of Hearings and
Appeds (OHA) and | was appointed as hearing officer. A hearing was held under 10 C.F.R. Part 710.
At the hearing, the DOE called three witnesses: the DOE psychiatrigt, the individud’ s supervisor, and the
individual himsdf. The individua, who represented himsdlf, cdled his substance abuse counsdor as a
witnessand tedtified on his own behaf. The DOE submitted 15 written exhibits and the individua submitted
three written exhibits. The record of this proceeding was closed when | received a copy of the transcript
of the hearing (Tr.).

I[I. STANDARD OF REVIEW

The hearing officer's role in this proceeding is to evauate the evidence presented by the agency and the
individua, and to render a decison based on that evidence. See 10 C.F.R. § 710.27(a). The applicable
DOE regulations dtate that “[t]he decision as to access authorization is a comprehensve, common-sense
judgmert, mede after congideration of al relevant information, favorable and unfavorable, as to whether the
granting or continuation of access authorization will not endanger the common defense and security and is
clearly consstent with the nationa interest. Any doubt as to the individud’ s access authorization digibility
dHl be resolved in favor of the national security.” 10 C.F.R. 8 710.7(8). | have consdered the following
factors in rendering this decision: the nature, extent, and seriousness of the conduct; the circumstances
surounding the conduct, including knowledgeable participation; the frequency and recency of the conduct;
theindvidlAl's age and maturity at the time of the conduct; the voluntariness of the individud's participation;
the absence or presence of rehabilitation or reformation and other pertinent behavioral changes; the
motivation for the conduct, the potentia for pressure, coercion, exploitation, or duress, the likelihood of
continuetionar recurrence; and other relevant and materia factors. See 10 C.F.R. 88 710.7(c), 710.27(8).
Thedsousson bdow reflects my agpplication of these factors to the testimony and exhibits presented by both
gdesinthiscase.

When rdiable information reasonably tends to establish the validity and sgnificance of subgtantialy
derogatory information or facts about an individua, a question is created as to the individuad's digibility for
anacosssauthonization. 10 C.F.R. § 710.9(8). Theindividuad must then resolve that question by convincing
the DOE thet retoring his access authorization “will not endanger the common defense and security and will
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be clearly consstent with the national interest.” 10 C.F.R. § 710.27(d); see, e.g., Personnel Security
Hearing (CaseNo. TSO-0009), (October 21, 2003), and cases cited therein. In the present case, reliable
information has raised such a question, and the individua has not demongtrated that restoring his security
clearance will not endanger the common defense and will clearly be in the national interest.

[11. FINDINGS OF FACT

In February 2000 the individud fractured his wrigt and foot in an agriculturd accident. He was
incgpedtated, and did not return to work until May of that year. Shortly after he returned to work, he went
to his routine annua psychological evauation. During the evaluation, he told the psychologist that he hed
beendirking regularly and heavily during the three months he was incapacitated, because of hisinjuries and
also because he broke up with his girlfriend and his father had fdlen extremdly ill. See Transcript o
February 21, 2001 Personnel Security Interview (PSl 1) at 17, 66-72; Transcript of November 30, 2001
Personnel Security Interview (PSI 2) at 43. He aso reported that he had stopped drinking atogether the
week before he returned to work. PSI 1 at 26, 38; PSI 2 at 45. The psychologist suggested that the
individua attend weekly onsite substance abuse counseling sessons. PSl 1 at 32.

In February 2001 the loca security office conducted an interview with the individua in order to obtain
infametion related to his history of acohol consumption, among other things. Theindividud explained that
he had darted drinking beer in high school, but had stopped drinking dtogether in 1992 and was fully
abgtinent from then until his accident in 2000. PSl 1 at 52. He stated that he was seeing the substance
abuse counsdlor on aweekly basis and was not drinking at dl. 1d. at 34.

In March 2001 the individua completed a Questionnaire for National Security Positions (QNSP) as part
of his routine reinvestigation for continuation of access authorization. In response to Question 23d on that
form, “Have you ever been charged with or convicted of any offense(s) related to alcohol or drugs?’ the
individua marked the“No” box. DOE Exhibit 14 & 7.

In November 2001 the loca security office conducted a second interview with the individud. When firgt
questioned whether he had ever been arrested for DWI, the individud stated he had not. PSl 2 at 46-47.
The interviewer then reveded that the local security office' s investigation had uncovered a DWI arrest
related to a 1998 automobile accident after which the individual’ s blood acohol level was .24 or .25. 1d.
a 47, 61. Theindividuad then admitted to that arrest, explained that he pleaded guilty to the charge at the
heaing the following year, and completed dl the sentencing requirements. 1d. at 48-67. When asked why
heddnat report the arrest to the loca security office during the earlier PSI, he stated that he thought it was
not on his record. 1d. at 63. When asked why he did not report it on the QNSP, he stated that he was
“fnying to cover up, no, like | didn’t want nobody to know anything about it.” 1d. at 68. He stated severa
times during this second interview that he chose not to revea the DWI to the loca security office, or to an
investigator who questioned him in June 2001, for fear of losing hisjob. 1d. at 76, 79, 94, 97. Healso
admitted thet he knew that falsifying statements to the local security office was grounds for revocation of his
access authorization. 1d. at 68-69.
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InFebruary 2002 the individua was arrested again for DWI. According to the recordsin thisfile, he was
involved in a motor vehicle accident after which a bresth test was administered that calculated an acohol
concentration of .20. DOE Exhibit 13. As part of the court sentencing for the DWI, the individua was
ordered to attend 60 hours of counsdling at a substance abuse recovery program.

Attheend of the February 2001 PSl, the individua consented to be evaluated by a DOE psychiatrist. That
evdugtiontook placein April 2002, by which time the individua had been arrested for DWI a second time
and, according to the individud, he had stopped drinking acohol in any form once again. DOE Exhibit 3
(Pyychiarist’ s Report) at 5. After reviewing the security file provided to him and conducting an evauation
of the individud, the DOE psychiatrist diagnosed the individud as suffering from acohol abuse as defined
intrefourth edition of the Diagnogtic and Statistical Manua of Menta Disorders (DSM-1V). Id. a 8. He
ddnat corclude that the individua was acohol dependent at that time, because the individua met only two
of criteria listed in the DSM-IV for that condition (alcohol tolerance, and atempts to stop or cut down
alcohol consumption), whereas three or more of the listed criteria should be observed to make that
diagnoss. Seeid. a 8-9. Inreaching his diagnoss, the DOE psychologist highlighted the following facts:
theindviduel adknowledged that excessive drinking was afactor in his divorce in 1984; he stopped drinking
iNn1991 for 9x yearsbecause it was harming his hedlth; at the time of hisfirst DWI in 1998, his blood acohol
levd westrige the legd limit; he was told in counsding following the 1998 accident that he should not drink;
after his 2000 agricultura accident, his drinking increased to the point that he was passing out every night;
in a psychological evaluation following his return to work in May 2000, he was advised not to drink; and
at the time of his second DWI in 2002, his blood dcohoal level was more than twice the legd limit. 1d. at
7-8. The DOE psychiatrist’s report adso contains the only description in the record of the individua’ s 2002
DWI arrest: theindividud maintains he had not been drinking the night before, but at 11:30 in the morning
he was involved in aminor accident, after which he refused to take afield sobriety test. Neverthdess, he
reported that his blood dcohal level was .20, and that he had drunk two glasses of wine at home before
oetingbeind the whed. The DOE psychiatrist noted that a blood alcohol level of .20 would be cons stent
with a person’s having consumed 14 adcohoalic drinks within the past four hours. 1d. at 4-5. The DOE
psydhidrist concluded that the individua had not yet achieved rehabilitation or reformation from his acohol
abuse, and to do so

would needto enter outpatient acohol abuse treatment program of moderate intendity. His
aurat weekly program at [the substance abuse recovery program| does not yet meet this
level of treatment intengity. It would need to be supplemented by additional substance
abuse counsdling, such as resuming substance abuse counsdling with [ongite counsdling] or
resuming group work in Alcoholics Anonymous at least twice weekly. His treatment
program should include maintenance of sobriety. Duration of such trestment should be for
ayear or two to provide adequate evidence of rehabilitation and reformation.

Id. at 10.
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Attheheaing, the individud testified in response to the loca security office' s concerns under Criteria F and
J. When asked why he answered “No” to the question on the 2001 QNSP whether he had ever been
charged or convicted of an acohol-rdated offense, the individua admitted that the answer he gave was
incorrect and explained:

A. Wdl, a thetime, I-1 think | panicked, | got scared, | thought | was going to lose my
job if people found out, if DOE found out about, you know, this problem, and that’ s why
| did that. Just plain and smple, | got scared.

Q. Just apoor judgment?
A. Poor judgment, yes, gSir.

Transcript of Hearing (Tr.) & 10. He dso testified that during the November 2001 PSI, he &t first denied
having been charged with aDWI, then admitted to it after he redized that the loca security office dready
had information about it. I1d. at 11. Concerning the diagnosis of dcohol abuse, the individua agreed with
the facts on which the DOE psychiatrigt relied in reaching that concluson. 1d. at 11-12. Hedso fredy
admits that he has an dcohol problem. Id. a 12. He tedtified that his last drink was on the day of his
February 2002 DWI arrest. Id. at 13. He completed his court-ordered course of treatment with the
ubdanceabuse recovery program in July 2003 and signed a contract to continue counsding with the same
program on avoluntary basis. 1d. at 13, 17. See also Individuad’s Exhibits A and C (Session Attendance
Sheet and Certificate of Completion).

Theindividua and his counsdglor from the substance abuse recovery program testified about the likelihood
o hisaxcessin remaining sober. Evidencein thisarealis important, because the individua has a Sgnificant
hidory of obtaining and then losing sobriety. By the individud’s account, he drank no acohol for a period
of six years between 1991 and his DWI in 1998, and between May 2000 and his second DWI in 2002.
See, eg., PS 1 a 85; PSl 2 at 84. The counsdor described the content of the group mestings, their
avaldhlity, therr frequency, and the program’ s expectations of its participants. She aso explained that every
patidpert must take a bresth test before every meeting he or she attends, and that the program has a criss
phone line available to its patients 24 hours a day, seven days aweek. Tr. at 43-48. When asked her
opinion on the individud’s progress and the likelihood of his maintaining sobriety in light of his previous
falures she responded, “. . . [FJrom listening to him and working with him, | believe that he has figured out
that alcohol will do nothing but bring him down, because he knows it will, it has. . . . it becomes such a
burden, and it takes so much away from you, and | don’t think he wants what he has gained and what he
hesworked for taken away from him.” Id. at 50-51. Asked to address the difference between his earlier
periods of sobriety and the current one, the individua himself stated that he now felt he had good support
from the substance abuse recovery program and from his family, which includes his present wife and his
parents, al of whom are non-drinkers. 1d. at 19, 25, 30-31.
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During the hearing, the DOE psychiatrigt listened to the testimony of the individua and his counsdor, and
testified himsdf. Two matters of sgnificance arise from his tesimony. The firdt is that he modified his
diagnosis of the individud from acohol abuse to dcohol dependence. He explained that, during his
evduation of the individud, he fdlt that the individua was likely acohol dependent, but he fet that he could
not make that diagnoss because the individua met only two of the DSM criteriafor dependence clearly
(alcohal tolerance and unsuccessful effortsto cut back or control use), though he “waskind of closeon a
third.” 1d. a 76 (the third being continued use despite knowledge of amedica condition exacerbated by
doond). Ratrer, he chose the more conservative diagnosis, lcohol abuse. 1d. Although the individud had
told the DOE psychiatrist that counsdors had recommended that he not continue to drink, he was not
convinced that the individud had clearly understood the proscription. At the hearing, however, the DOE
psydhiatrist heard for the firgt time that the individua’s medica doctor had suggested that he not drink, that
he understood the warning, and that he disregarded it. 1d. at 35 (testimony of individud). The medicdl
doctor treated him for gout, a condition that is exacerbated by alcohal. 1d. at 76.

Hownever, today, [the individud] indicated that he wastold by his doctor that when he had
gout he should stop drinking. | was alittle iffy on that before, so it makes that point of
information a little more certain, and it probably is more technicaly correct to say that his
diagnosis would be acohol dependence rather than acohol abuse.

Id.

The DOE psychiarist dso gave his opinion a the hearing that the individud had not yet achieved
rehabilitation from hisacohal disease. In hisreport, the DOE psychiatrist stated that the individud’s level
of treatment at the substance abuse recovery center was not sufficiently intense to congtitute rehabilitation.
The DOE psychiatrist characterized the treatment the individual had received through the substance abuse
recovery program as lacking sufficient structure and less intensve than what was needed to conditute
rehehlitetion in the individud’s case. 1d. a 80-81. He Stated that the program itsalf could be sufficient, but
he felt that the individual lacked the “ commitment to make a serious effort for” hissobriety. Id. at 83. In
addition, the DOE psychiatrist took issue with the individud’s claim that he has maintained sobriety snce
Feruary 2002, because the individual has been less than forthright in the past about reporting the extent of
hisdirking 1d. at 82. Compare PSl 1 at 85; PSI 2 at 84 (individua reported last drink before February
2001 and November 2001, respectively, was in May 2000) with Psychiatris’s Report a 4 (individual
reported drinking on weekend but not to excessin June 2001; other sources concur in July 2001). Even
assuming that the individua has maintained sobriety snce February 2002, the DOE psychiatrist’s new
diagnogsled him to date:

[A]lthough | said a year or two would be the time frame that | recommended for atime
peariod to asre adequiate evidence of rehabilitation or reformation, . . . given the things that
I'vesadupto now, | think more in terms of two years from hislast drink would be needed
to show adequate evidence of rehabilitation or reformation, which would belike. . . eight
months from now.
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Tr. a 83-83 (actudly, sx months from the time of the hearing).
V. ANALYSIS

Criterion F: Falgfication, Misrepresentation, and Omission

As noted above, the individua denied three timesto the local security office that he had been arrested for
DWI in1998. Two of those fase reports occurred during PSIs, which are conducted to gather more
aompdeinformation for consideration of an individud’ s digibility for access authorization. The third report
occurred when the individud incorrectly filled out a QNSP, which is dso rdlied upon in making such
ddemirgions. He admitted that he had been arrested for DWI only when confronted with the fact that the
local security office aready knew about it. In addition, there is a striking discrepancy regarding the
individual’s most recent use of acohol between statements he made during the February ad
November 2001 PSIs and statements he made to the investigator in June 2001 and to the DOE psychiatrist
inAprl 2002. Hetold the local security officein his PSIsthat hislast drink had been in May 2000. Hetold
theinvestigator he was till drinking, though moderately, in June 2001, and four sources interviewed by the
investigator in July 2001 reported the same,

Criterion F describes a concern raised when a person has “[d]eliberately misrepresented, fasfied, o
omitted sgnificant information from . . . a personnd security interview, written or ord Statements made in
responeto dfficia inquiry on amatter that is relevant to a determination regarding digibility for DOE access
auttorization. . . .” 10 C.F.R. § 710.8(f) (emphasis added). The DOE security program typicaly explains
itsconcem about this kind of behavior in terms of trust. A person who makes false or mideading statements
Is not acting in aforthright and honest manner, and cannot be trusted to protect classfied information and
specid nuclear materid. Personnel Security Hearing (Case No. TS0O-0044), 28 DOE 1 82,936
(October 9, 2003).

Treindividua does not chalenge the facts as presented by the local security office. What | must consider
inthiscaee is whether the individua has presented sufficient evidence of mitigation, that is, evidence that the
risk thet theindvidua will falsfy or withhold sgnificant information from the local security office is o minima
thetitisanaoogptable risk to the national security. At the time the individua was confronted about his 1998
DWI, he admitted to the interviewer that he was willfully trying to cover up the fact that he had been
arrested, because he was afraid he would lose hisjob. At the hearing the individua showed remorse for
his actions and ascribed them to poor judgment. | am not, however, convinced that the individua has
improved his judgment significantly:

Q. And | can underdand . . . why you weren't sraightforward with [the loca security
office], . . . but now | have to predict will you be straightforward with them in the future.
... [1]f in 2005 you were stopped for another DWI, what can you tell me to convince the
Depatmat that you wouldn't cover up again? Y ou would definitdy bein at least as much
trouble as you're in right now because it would be a third DWI--



A. Yes, gr.

Q. —and [Motor Vehicles] wouldn't like it, the Department wouldn't like it, . . . what
would you do if that happened to you?

A. Itwon't happentome. | fed it, | know it, it's not going to happen. | know . . . what
heppenedinthepest . .. and . . . | redlize. . . thisis not the way to conduct my life, no way.
| mean, can | say aperson grows up finaly, or something snaps, or says, “Hey.” | mean,
athird DWI is not going to happen. That, | promised to me.

Tr. a 28-29 (questioning by hearing officer). | believe that the individua was dearly spesking Sncerely
whenhe made that statement. Nevertheless, congidering al of the circumstances surrounding his history of
falsifying and withholding information from the loca security office, the sincerity of his intentions do not
auwdghtherisk to the nationa security thet | perceive. The individua has the burden of convincing me that
Hs behavior no longer represents a significant security risk. He has not produced evidence that convinces
me that he will not withhold critica information from the Department in the future. His assurances that he
will never be arrested for DWI in the future show commitment, to be sure, but are founded on desire rather
thenreebilitation or reformation. They are not sufficient to convince me that he will communicate fully and
honestly in his future dedlings with the local security office.  In my opinion, the evidence | have received in
this proceeding does not mitigate the Department’ s legitimate concern for the national security that the
individua’ s actions have raised.

Criterion J: Alcohol Abuse or Dependence

TheNatification Letter states that a board-certified psychiatrist evaluated the individua and diagnosed him
as auffering from acohol abuse. Because the individua has been less that forthright in providing the local
security office with accurate information about his acohol consumption, the extent of his acohol abuse or
deperdence is not entirely clear. Nevertheless, we know from the individud’ s own admissons thet he has
been arrested and convicted twice within the past six years for DWI, both times after long periods of
reported sobriety. Moreover, the DOE psychiatrist first diagnosed the individual as suffering from acohol
abuse, then modified his diagnosis on the basis of more precise information to dcohol dependence.  This
derogatory information crestes serious security concerns about the individual under Criterion J (alcohol
abuse or dependence).

Exoessive consumption of acohoal, even off the job, raises security concerns because of the possibility that
adegrance holder may say or do something under the influence of acohal that violates security regulations.
See Personnel Security Hearing (Case No. VS0O-0574), 28 DOE { 82,907 (March 13, 2003);
Personnel Security Review (Case No. VSA-0174), 27 DOE 83,005, affirmed (OSA 1998). Inthis
case therisk isthat the individud’ s excessive use of dcohol might impair his judgment and religbility to the
partthet hewill fail to safeguard classified matter or specia nuclear materid. 1t is appropriate for the DOE
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to question a person’ s reliability when that person has a history of consuming acohol excessvely, and has
been abstinent for only ardatively short period.

Since there is reliable, derogatory information that creates a substantial doubt concerning the individud's
digibility for access authorization, 1 need only consider below whether the individua has made a showing
of mitigating facts and circumstances sufficient to overcome the DOE's security concerns under Criterion
J. Because the hearing officer may recommend that an individua’ s access authorization be reinstated only
If it “will not endanger the common defense and security and will be clearly conagtent with the national
inges,” 10 C.F.R. § 710.27(d), the individua must provide convincing evidence mitigating those security
concerns.

The record reflects the following mitigeting facts. The individud stated &t the hearing that he continues to
abstain from acohol. Since he stopped, by his account, in February 2002, after his second DWI, he had
been sober for 17 months at the time of the hearing. He had aso completed 60 hours of court-ordered
tresimant a theLbstance abuse recovery center. Upon completion of that course of treatment, roughly two
weeks before the hearing, he had signed a “contract” with the center committing himsdlf voluntarily to
atending sessons at least once a month, and had dready participated in two sessons. He further tetified
thet hehesthe support of his wife and parents, who are non-drinkers. Additiona support isavailablein the
form of a 24-hour, seven-day hotline operated by the substance abuse recovery center.

Despite these showings of progress, my opinion is that the individua has not successfully mitigated the
netional security concerns raised by the local security office. The DOE psychiatrist expressed his concern
at the hearing that the individud’s course of trestment was not sufficiently intense to condtitute adequate
rehabilitation. Tr. & 89. Upon hearing al the tesimony, the DOE psychiatrist, who at the time of his
evdugiond theindividua was unsure whether to diagnose a cohol abuse or acohol dependence, concluded
thet theindividudl wes in fact acohol dependent. He further determined that the period of trestment required
for rehabilitation should be two years rather than “one or two,” as he had expressed in hisreport. Even if
| aoogpt theindvidudl’ s assartion that he took hislast drink in February 2002, his rehabilitation progress falls
subgtantidly short of the DOE psychiatrist’ s recommendations, both in duration and, more significantly, in
intensity and levd of commitment. Findly, | am not entirdly convinced thet the individua has been
completely abstinent for as long, and as condggtently, as he daims.  Although he gppeared a the hearing
entirdly sncere in his intentions to maintain sobriety, hislong history of withholding from the loca security
office his full involvement with acohol in the past raises doubts in my mind asto whether | have heard the
whole truth or only aversion from which some information has been willfully or subconscioudy omitted.

After congdering al the evidence in the record, it would be premature for meto find that the individud is
rendhilitated or reformed from his dcohol dependence at thistime. The individua has not demondrated in
the course of this proceeding that the risk of relapse to excessive alcohol consumption is acceptably low.
Congeguently, the individual has not mitigated the DOE’ s security concerns under Criterion J regarding his
history of acohol dependence.
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V.CONCLUSON

For the reasons set forth above, | conclude that the individua has not presented evidence that warrants
redaring hisaocess authorization. Theindividua has not demonstrated that restoring his access authorization
will not endanger the common defense and will be clearly consistent with the nationd interest. Therefore,
the individual's access authorization should not be restored.

William M. Schwartz
Hearing Officer
Office of Hearings and Appeds

Date: January 7, 2004



